





























1.	Introduction				Quantum	 Cryptography,	 particularly	 via	 protocols	 that	 use	 single	 entangled	 photons	 to	encode	 random	key	 information,	offers	 the	prospect	of	 communication	 channels	 that	 are	guaranteed	 by	 the	 laws	 of	 physics	 to	 be	 completely	 unbreakable	 [1].	 To	 detect	 single	photons,	Single-Photon	Detectors	with	high	efficiency	and	low	dark	count	rates	are	vital.	In	the	future,	if	governments,	companies	or	research	groups	wish	to	establish	earth-to-space	Quantum	Communication	channels,	these	devices	are	going	to	have	to	function	in	the	harsh	conditions	of	outer	space	and	withstand	high	doses	of	proton	radiation	from	the	Sun;	these	doses	are	known	to	damage	the	lattice	in	such	detectors	and	increase	its	darkcount	rate	and	decrease	their	efficiencies	[2].	Past	experiments	have	demonstrated	that	laser	and	thermal	annealing	 have	 improved	 the	 performance	 (decreased	 darkcounts	 and	 increased	efficiencies)	of	proton-irradiated	single-photon	detectors	[3]	.		In	 this	work,	we	 seek	 to	 test	 the	 performance	 of	 laser	 annealing	 on	 these	 single	 photon	detectors	in	outer	space	aboard	a	CubeSat	nanosatellite	co-developed	by	the	University	of	Illinois	and	the	Institute	for	Quantum	Computing	at	the	University	of	Waterloo.	Our	jointly	developed	payload	will	undergo	a	series	of	rigorous	rounds	of	development	and	prototyping,	followed	 by	 several	 environmental	 tests	 that	 will	 test	 the	 performance	 of	 this	 device	 in	conditions	like	those	of	outer	space.	It	will	be	launched	by	NASA	to	the	International	Space	Station,	where	it	will	be	deployed	in	low	Earth	orbit	for	several	months	and	will	relay	the	results	of	the	experiment	to	a	ground-station	through	S-band	radio.		It	is	necessary	to	define	several	terms	here	to	aid	the	reader	of	this	document.			Photon:	The	fundamental	unit	of	light.	The	energy	of	a	photon	depends	on	its	frequency,	and	is	calculated	using	the	equation	 𝐸	 = 	ℎ	𝑓		where	h	is	the	Planck’s	constant	and	f	is	the	frequency.		Single-Photon	Detectors	[4]:	These	are	p-n	junctions	that	operate	in	reverse	bias	and	are	very	close	to	breakdown	voltage.	Photons	of	sufficient	energy	can	displace	single	electrons,	which	in	turn	displace	more	electrons	and	cause	an	avalanche	effect	that	leads	to	a	noticeable	current.	Their	performance	depends	on	their	dark	count	rate	and	their	efficiencies.		Dark-count	rate:	Single-Photon	Detectors	are	not	perfect	devices,	in	that	there	will	almost	always	be	counts	even	when	the	detectors	are	not	exposed	to	light.	These	false	positives	are	called	dark	counts,	and	are	caused	by	thermal	fluctuations	and	defects	in	the	Silicon	lattice.	Because	these	devices	need	to	be	as	precise	and	accurate	as	possible,	the	dark	count	rates	need	to	be	minimized;	in	particular,	secure	quantum	cryptography	if	the	detector	noise	is	too	high.	Good	detectors	usually	have	dark	counts	on	the	order	of	less	than	a	thousand	per	
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second,	and	this	number	can	be	greatly	increased	by	radiation	damage,	which	damages	the	lattice	and	causes	more	dark	counts.		Laser	and	Thermal	Annealing:	Laser	annealing	is	the	process	of	shining	a	high-power	laser,	on	the	order	of	several	watts,	on	the	active	area	of	the	single	photon	detector	(while	it	is	switched	off).	Studies	in	the	past	have	demonstrated	that	this	is	an	effective	way	to	reduce	dark	 counts	 and	 reverse	 radiation	 damage	 [3].	 Thermal	 annealing	 is	 similar	 to	 laser	annealing,	in	which	the	active	area	is	heated	directly	to	reduce	radiation	damage.	While	both	methods	 are	 effective,	 laser	 annealing	 has	 shown	 to	 be	 more	 promising	 than	 thermal	annealing;	perhaps	because	higher	local	temperatures	can	be	reached.		Nanosatellite:	 Nanosatellites	 are	miniature	 sized	 space	 devices	 that	 usually	 are	much,	much	 smaller	 than	 commercial	 or	 military	 satellites.	 They	 usually	 have	 very	 limited	functions,	 such	 as	 specific	 scientific	 missions,	 have	 shorter	 lifetimes	 than	 conventional	satellites,	and	are	much	less	expensive	to	manufacture.
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3.	Description	of	Research	Approach	3.1.			Grant	Proposal		The	research	project	started	in	Fall	of	2015,	when	NASA	put	out	a	call	for	projects	for	their	Undergraduate	Student	Instrumentation	Project	grants,	which	are	monetary	grants	given	to	undergraduate	student	groups	working	on	nanosatellite	projects.	For	that	grant,	the	groups	involved	 in	 this	 project	 wrote	 an	 exhaustive	 report	 documenting	 our	 project	 and	 its	payloads,	 one	 of	 which	 was	 the	 Laser	 and	 Thermal	 Annealing	 experiment.	 After	 going	through	multiple	rounds	of	selection,	NASA	awarded	the	grant	to	the	University	of	Illinois.		3.2.			Research	design		3.2.1	High-level	design	plan	Technical:	 At	 a	 high	 level,	we	 are	 designing	 a	 satellite	 payload	 that	 has	 the	 capability	 to	perform	 laser	 and	 thermal	 annealing	 on	multiple	 single-photon	 detectors,	measure	 their	dark	counts	and	efficiencies,	operate	within	well-defined	power,	volume	and	data	budgets	and	 operate	 in	 the	 harsh	 conditions	 of	 outer	 space,	 which	 include	 near-perfect	 vacuum	conditions,	 high	 radiation	 exposure	 and	 wild	 temperature	 fluctuations.	 It	 must	 have	redundancies	built	in	to	ensure	that	it	continues	working	if	some	part	were	to	fail,	and	can	be	 reprogrammed	 remotely	 if	 necessary.	 Additionally,	 it	 must	 be	 well	 interfaced	 to	 the	central	computer	onboard,	which	will	provide	power	to	all	of	the	payload	devices	as	well	as	relay	data	down	to	Earth.	To	summarize,	the	payload	must	meet	the	following	requirements:	a) Perform	laser	and	thermal	annealing	on	the	detectors	b) Measure	dark	counts	and	efficiencies	of	detectors	through	use	of	LEDs	and	photodiodes	c) Fit	all	components	within	10x10x10	centimeter	space	and	stay	under	200	grams	of	mass	d) Always	operate	within	15	W	of	power	e) Operate	at	large	temperature	fluctuations	in	near-vacuum	conditions	f) Interface	effectively	with	central	computer	onboard	the	satellite		We	split	the	work	into	multiple	stages;	the	first	stage	involved	preliminary	tests	and	designs,	selection	of	 components,	 and	 recruitment	of	 students	 into	 the	Annealing	payload	project	team.	 The	 second	 stage	 involved	 prototyping,	 which	 was	 split	 into	 three	 rounds	 of	prototyping,	namely	a	proof-of-concept	 tabletop	prototype	 that	demonstrated	basic	 laser	annealing	and	dark	count	measurement	 functionality,	 followed	by	a	printed-circuit-board	with	all	the	components	aboard	necessary	for	the	laser	and	thermal	annealing	experiment,	and	a	flight-ready	circuit	board	that	was	the	final	implementation	and	design.	Following	the	prototyping	stage	are	several	stress	 tests	 to	ensure	 that	 the	board	works	properly	under	these	conditions,	including	vacuum,	vibration	and	temperature	tests.		Non-technical:	Other	conditions	under	the	NASA	USIP	grant	were	including	students	from	multiple	academic	disciplines	to	make	the	project	truly	multidisciplinary.	This	involved	coordinating	with	students	from	the	UIUC	Journalism	Department	to	make	short	films	for	
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outreach	purposes,	as	well	as	allocating	funds	for	recruiting	underclassmen	students	for	the	Annealing	payload	project.		3.2.2	Recruitment	of	Students	For	this	project	we	recruited	several	students,	notably	with	backgrounds	relevant	to	Physics	and	Engineering.	They	are	Joe	Stahl,	a	junior	in	Computer	Engineering,	Sam	Feizi,	a	sophomore	in	Electrical	Engineering,	and	Seongcheol	Lee,	a	senior	in	Math	and	Physics.		3.2.3	Prototyping	plans	a) Table	Top	Prototype	We	originally	planned	to	create	a	prototype	onboard	a	breadboard	that	demonstrated	all	the	basic	functionalities	of	our	payload.	During	this	stage,	we	go	through	the	underlying	theory	and	design	of	our	payload,	and	arrive	at	estimates	for	power,	mass,	volume	and	data	budgets.		b) Initial	PCB	Prototype	For	the	initial	PCB	prototype	we	design	and	assemble	a	PCB	that	contains	all	the	necessary	optical	and	electrical	components	for	our	experiment	to	function.	At	the	end	of	this	prototype	we	wish	to	have	more	precise	and	accurate	values	for	our	power,	mass,	volume	and	data	budgets.	c) Flight-ready	prototype	For	the	flight-ready	prototype,	we	design	and	assemble	the	final	PCB	with	all	the	components	and	parts	that	will	be	launched	into	space.	After	designing	and	building	the	PCB	we	subject	it	to	numerous	tests,	including	voltage,	vibration,	low	temperature	and	vacuum	tests	to	ensure	that	it	works	in	the	harsh	conditions	of	outer	space.			3.3.		Technical	Specifications		Physical	Device	Specifications:	Onboard	the	final	annealing	payload	there	will	be	two	printed-circuit-boards	(PCBs),	one	which	will	be	designed,	assembled	and	tested	by	the	University	of	Illinois,	and	the	other	which	will	be	built	by	Professor	Thomas	Jennewein’s	group	at	the	University	of	Waterloo.			The	UIUC	PCB	will	contain	the	following	with	brief	descriptions	of	each	of	their	functions.	There	will	be	a	detailed	section	on	each	component	onboard.		Microcontroller	Unit:	The	component	responsible	for	routing	signals,	controlling	power	to	the	electronics,	gathering	data,	and	ensuring	that	all	components	are	working	correctly.	a) Laser	Diodes:	Devices	responsible	for	laser	annealing	the	single	photon	detectors.	b) LED:	Light	emitting	diodes	that	are	used	to	measure	the	efficiencies	of	the	single	photon	detectors.		c) Photodiodes:	Devices	used	to	measure	the	efficiencies	of	the	single	photon	detectors.	
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d) Power	Electronics:	Responsible	for	converting	power	from	the	satellite	power	supplies	to	appropriate	voltages	for	the	onboard	electronics.	e) Switching	circuitry:	Analog	multiplexers	and	switches	responsible	for	routing	analog	and	digital	signals	across	the	board.	f) Fiber	Optic	splitters:	Passive	optical	devices	used	to	split	optical	power	into	different	powers,	specifically	to	1:99	channels.	g) Inter-board	connectors:	Connectors	used	to	connect	electronic	components	between	the	two	PCBs.		The	U	Waterloo	PCB	will	contain	the	following:	a) Single	Photon	Detectors:	The	devices	of	primary	interest.	b) Quenching	circuitry	for	single	photon	detectors:	Circuitry	that	converts	darkcounts	from	the	single	photon	detectors	into	logic	pulses	that	can	be	counted	by	the	microcontroller.	c) Inter-board	connectors:	Connectors	used	to	connect	electronic	components	between	the	two	PCBs.		UIUC	PCB:	a)		Microcontroller	Unit	(MCU):				There	were	multiple	choices	of	microcontroller	units	that	we	could	have	used,	including	Arduino	kits,	Texas	Instrument	MSP430	kits,	Raspberry	Pi’s	and	Cypress	Semiconductor	microcontrollers.	We	eventually	settled	on	the	Cypress	Semiconductor	PSOC3	MCU	for	a	variety	of	reasons.	It	is	relatively	inexpensive,	low	power,	easy	to	maintain	and	program,	and	contains	a	rich	number	of	analog	and	digital	functions	built	into	its	IP	core.	Additionally,	it	was	used	by	Professor	Alex	Ling’s	research	group	in	their	research	on	QKD	nanosatellites.			It	will	serve	as	the	primary	controller	unit	onboard	and	will	be	responsible	for	delivering	power	to	the	onboard	electronic	components,	ensuring	that	conflicting	devices	should	never	be	operating	together	(e.g.,	the	laser	and	single	photon	detector	switched	on	at	the	same	time),	will	be	responsible	for	logging	the	dark	count	rates	from	the	single	photon	detector	and	efficiency	measurement,	and	for	timestamping	and	transmitting	the	data	back	to	the	central	satellite	computer.	Much	of	the	switching	logic	will	be	programmed	into	the	embedded	processor	in	C,	including	the	dark	count	measurements,	the	control	bits	for	every	single	analog	switch,	the	voltage	measurements	for	the	photodiodes	and	the	LEDs,	storing	the	data	in	a	timestamped	form,	and	relaying	the	data	to	the	central	computer	and	back	to	Earth	via	S-band	radio.		b)	Laser	Diodes:	We	will	be	using	fiber-optic	pigtail	coupled	QPhotonics	QSP–808-4	laser	diodes.	They	are	robust,	inexpensive,	and	capable	of	delivering	up	to	4	W	of	optical	power	at	808	nm,	which	is	well	within	the	energy	bandgap	of	Silicon	and	thus	appropriate	for	annealing	purposes.	Our	payload	will	contain	two	laser	diodes,	one	for	the	SLIK	and	one	for	the	C30902SH	detector.	They	will	be	coupled	into	a	fiber	beam	splitter	that	splits	the	input	power	99:1,	so	that	99%	of	the	laser	power	goes	to	the	single	photon	
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detector	(when	the	other	beam	splitter	input	is	off)	and	1%	of	the	laser	power	goes	to	the	photodiode.	The	LED	is	also	coupled	to	the	same	setup,	so	that	99%	of	the	LED’s	power	goes	to	the	photodiode	and	1%	of	the	power	goes	to	the	single	photon	detector.			





	Figure	4:	LM317	voltage	regulator	acting	as	a	current	regulator.	The	output	voltage	can	range	from	0	to	1.8	V,	and	the	output	current	is	limited	to	1	A.	The	output	current	can	be	calculated	using	the	following:	𝐼𝑜𝑢𝑡 = s.tuvs 			
• LED	driver	The	LED	driver	will	act	as	a	voltage	source	for	the	LED	that	helps	us	measure	the	efficiency	of	the	single	photon	detectors.	It	uses	the	same	components	as	the	laser	driver,	but	the	LM317	voltage	regulator	behaves	as	a	voltage	regulator	and	provides	3.5	V	at	around	500	mA	of	forward	current.	






















to	be	released	that	in	turn	causes	a	current,	the	current	will	flow	until	the	device	is	‘quenched’	by	lowering	the	bias	voltage	below	the	breakdown	voltage.	For	the	detector	to	detect	photons	again,	the	bias	voltage	must	be	raised	above	the	breakdown	voltage.	Therefore,	every	single	photon	detector	must	have	a	circuit	that	performs	the	followingi:		 a)	Senses	the	leading	edge	of	the	current	from	the	diode		 b)	Generates	a	pulse	that	is	synchronous	with	the	buildup	of	current	from	the		 diode		 c)Quenches	the	diode	by	lowering	the	bias	voltage	down	to	the	breakdown		 voltage		 d)	Restores	the	photodiode	to	its	operative	level.		
	
4.	Results	As	of	late	April,	of	2017,	several	updates	have	been	made.		In	addition	to	meeting	NASA’s	semester	goals	for	outreach	and	progress,	our	group	has	made	substantial	progress	in	designing	and	manufacturing	the	payload.	The	following	milestones	have	been	achieved:		 1. Recruit	students	for	the	Annealing	payload	team	2. Design	a	preliminary	table-top	circuit	schematic	for	the	annealing	payload	3. Demonstrate	datalogging	and	dark	count	measurement	from	the	PSOC3	microcontroller	4. Order	nearly	all	the	parts	for	the	table-top	prototype	5. Complete	the	Preliminary	Design	Review,	where	a	representative	from	the	satellite	group	presents	their	work	to	a	NASA	official.	For	the	PDR,	basic	power,	data,	mass	and	volume	budgets	need	to	be	laid	out,	in	addition	to	a	course	of	action	for	the	next	several	semesters.	
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